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Abstract— In the current generation social network has 
become a popular way to communicate with each other which 
are spread across diverse location around the world. In social 
network any user can find other users and make friendship 
and they can make friend circle online around the world and 
thus users can form their own network. An Individual user 
can have multiple social network accounts to keep in touch 
with friends in many social networking sites. Online Social 
Network users are not aware of the various security attacks 
like privacy violation, identity theft etc. Any user can create 
fake profiles with the name of real user. Other online social 
users will think it as real users and they might be responded to 
them which are not actually the real user. It makes the whole 
network quite confusing and frustrating. In this paper, we will 
provide a similarity technique which can analyze social 
network data based on attributes similarity. The proposed 
system can detect as many similar social network profiles as 
possible and analyse them in order to find whether it belongs 
to same or different persons. It makes other user easy to 
communicate with each other in a safe and efficient manner. 

Keywords—Social Network Analysis, Social Engineering 
Attack; Duplicate profiles; Global profile Database, Profile 
attributes matching, Suspicious profiles 

I. INTRODUCTION 
Social network makes our digital life become simple to 
have social relationship with friends online and social 
network websites such as Facebook, MySpace, Google+ for 
connecting peoples, YouTube for video sharing, Google+, 
LinkedIn for professional identity, Tweeter for updating 
daily tweets (messages) of some event etc. are becoming 
popular social network website used among peoples of all 
ages especially among youths. These social network sites 
are famous among internet users and users are 
interconnected to each other via online social relationship 
known as friendship. Various social network sites has been 
developed to gain their attraction among people where any 
use can get can membership by fill up a simple registration 
form. An individual user can make multiple accounts with 
his same attributes such as E mail id or mobile number in 
many social networks. [1] 
An existing user can have many numbers of social network 
profiles within the same or different network. It makes 
social network vulnerable to attack by using someone 
similar attributes. Most of the cyber crimes are happening 
in social network sites. [2] Any user can make profiles with 
others attributes such a same name, college, age, profile 

images etc. Fake profiles are being created in all the social 
sites and victim personal information is becoming more and 
more vulnerable to attack by the attacker in various ways. 
In many cases Name can be same for many user but the 
other attributes such as profile image, qualification, address 
and mobile numbers all can’t be same for multiple social 
network users[1][2]. The main idea behind the proposed 
approach is to find out as many social network users which 
have similar attributes and to find out the originality or real 
users from it. In recent Research reveals that almost 80% of 
profiles in face book are fake one. Any user can make some 
fake accounts by using others attributes to fool other users. 
[3] 

 Many users’ like to disclose their personal information 
like phone no., date of birth, address etc in their profiles. 
Availability and revealing of such personal information 
might be the sources of profile data that the attacker is 
trying to get access to create similar profiles. Any other 
user can create Fake profiles in the name of the real user 
with that personal information and try to launch various 
attacks such as sending and posting irreverent messages and 
tries to fool others to get the confidential information.[4] 

        The proposed approach can detect as many similar 
social network profiles as possible based on the similarity 
of profile attributes and analyse them in order to find 
whether it belongs to same or different persons. The 
publicly available profiles and their attributes are extracted 
and then store them in global database of profiles so that 
their existence can be checked in many social networks. It 
helps the others user to have online social communication 
with each other in a safe and efficient manner.  

II. RELATED WORKS
Many of cybercrimes are because of the facilities to create 
unlimited numbers of profiles by the same person within 
the same or different networks who try to act as real users 
and violating the rules. It makes other users difficult to 
identify who are the real users and who are fake. Thus 
social network analysis comes to the scenario which is a 
new area of research that involves analysing the network 
structure for the benefit of society so that online user can 
have social connection and conversation in a safe way with 
other user around the globe.  
In recent scenarios it becomes a serious problem and many 
researchers have begun their research in identifying the real 
user’s identity. Sophia Alim, Daniel Neagu ,Ruqayya 
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Abdurrahman and Mick Ridley (2011) had presented  an 
approach for automated extraction of social network user 
data since the large amount of data in a web database are 
hidden which are not generally indexed by the search 
engines. They proposed a generalized method of finding 
fake or false profile identification. First a novel approach 
for extraction of personal data was implemented to extract 
profile details and a list of top friends from social network 
profiles and store in a data repository. An online social 
network graph will be generated from the repository data 
where the nodes represent peoples’ profiles or group and 
edge represents the social connection or friendship 
relationship between them. [3] 
They have presented an approach for detection of fake user 
profile by using an OSN graph which is generated 
automatically. Thus we can consider social network as a 
graph which is composed of vertices and edges as shown in 
the figure below. The vertices represent the individual user 
profiles and vertices represent the social relationship or 
friendship among them. Breadth First Search was used to 
travel across the network. [3][4] 
Breadth First Search has been implemented to search the 
user profiles. The following figure shows that profiles 1, 3 
and 5 are common to profile 2 and they are mutual friends 
to each other. Likewise others profiles relation can also be 
represented. The various structural features and their 
relation between the profiles of the graph have been 
analyzed to see how they contribute towards the 
vulnerability of a node. 
 

 
Fig :   Graphical structure of social network data 

 
The arrows in the above figure represent the ‘is a friend of’ 
relationship. The node presented in the figure is user’s 
profiles and the arrows represent their social relationship 
such as friendship relationship among them.eg. 3 is a friend 
of node 1 and node 2 and so on. 
Using Breadth First Search, Look at profile 1’s friends 
network and analyze their relationship with other users and 
check to see whether they have been already exist there in 
the repository. So the friends of profile 1 which are node 2, 
3 and 4 are checked to see if they are already exist or not.  
If those friends are exist in the repository then their profile 
attributes along with a list of top friends are added to the 
queue. Check the next profile which is present at the front 
side of the queue. Repeat these steps until all profile has 
been extracted. [3] 

Himanshu Gupta, A Arokiaraj Jovith (2013) had presented 
a   Trusted Profile Identification and Validation mechanism 
where they have mentioned the following social attack and 
their influences in our day to day life. [5] 

 Attackers may duplicate a victim’s user online 
identity to launch various social engineering 
attacks. 

 Attackers try to create fake profile with the intent 
to fool other social users with the name of some 
real users using their personal data. 

 Attackers may spread false and sensitive messages 
to create panic situation in the public. 

 Attackers may ask any social user to pay for some 
offer and services which are actually not exist in 
real case. 

 Attackers may use the e-mail or mobile numbers 
of some existing user and they may be the victim 
of various social engineering attacks like identity 
clone attack, hacking someone’s profiles to get 
confidential information, DOS attack etc. 

To overcome the above security issues the proposed 
approach has been presented in order to find the real user 
identity to check which one is fake and which one is real 
user profile. 
 

III. LIMITATIONS OF THE EXISTING SYSTEM 
A. Protection of users privacy limits data 

collections 
Even though social media seems to be a very open space, 
each and every social network has their own privacy 
settings where Users can have a certain level of privacy. 
E.g. Face book provide a facility to have users their own 
privacy settings where they can show limited number of 
information and hide their personal details without 
verifying them. So the genuine profile detail is not always 
possible. [3]  
 

B. Social network profiles are prone to various attacks: 
The users in the social network are related to each 

others in the form of friendship. Social users are prone to 
various attack such as identity clone attack where the 
intruders create some fake profiles with the name of some 
existing users and he can create the profiles with exactly 
same as some existing user that looks similar to the real 
user and the attacker might try to lunch various attacks.[7] 

 
C. Social networks are more complex to analysis: 

The users in the social network are related to each others in 
the form of social relationship and they can be represented 
in graphical format and these networks are complex to 
analyze. 
 

D.  Finding the real users identity is difficult to detect:  
A user can create any number of profiles within the same or 
other social network with false identities to fool other users. 
Thus the whole social network become more complex and 
confuses other users with multiple identities. [5] 
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IV. OUR PROPOSED APPROACH: 
Going by literature review, we have found out that the 
social network is having complex structure and to analyze 
their relationship and patterns is complex in nature. 
Moreover the existing processes require more 
computational time and involve many complexities. 
In Social network very large amounts of personal 
information are being shared and posted online daily. Thus 
an anonymous user can retrieve the personal details of 
individuals and fake or false profiles which seem to be like 
the real users. Now a day’s social users are more vulnerable 
to numerous social engineering attacks like Identity Clone 
attack, fake profiles creation, hacking etc. because of their 
personal attributes are easily available. Hackers are always 
trying to find loopholes in the existing system. 
Online social network allows its users to create infinite 
numbers of profiles to connect with social relationship with 
others. A user can create many numbers of profiles within 
the same or different social network with different identities. 
The social security is also a major problems associated with 
this. A user can make as many profiles as he want. Some 
other user can create profiles with the same name of already 
existing users with the intent to fool others user and to get 
the personal information. It became difficult to detect which 
one is real and which is fake one. 
The proposed system to be developed is an application 
through which the user to have the facility to have a Web-
based user profiles search mechanism. This facility could 
be used to search for individual user in a number of social 
networks and produce a consolidated output along with 
summary of with duplicated user profiles. 
First we created our own social network profiles to 
investigate different possible structures and attributes. 
Another application might be a “meta” social network 
website which has a single environment for user through 
which they can search and access other profiles details. 
Users could connect their accounts with other social 
networks and the Meta social network website would 
consolidate all their information and friends’ networks. It 
provides the user to have a simple and effective way to 
communicate and to keep up-to date with their friends’ 
activities across all the social networks from a single 
environment. 
A social network is a place where we trust each and every 
user based on their online identities only. But most of the 
people out there are not real account but the fake people 
with false identities who are trying to do some malicious 
activity known as a scammer. A scammer can represent 
himself as a real user to get the personal details of other 
users. Even he can chat online with other users, build trust 
among potential users by posting unique and original ideas 
with each other, steal money belongings or even life 
because cyber criminals are targeting social networking 
sites to steal money. 
The main purpose of the proposed work is to provide a 
mechanism to solve these issues with the help of using 
global database of profiles where the attributes of various 
social network profiles are stored.  
The proposed tool can detect duplicate profiles exist in 
social domains, and conduct a case study. First is the data 

collection phase where we collect some publicly available 
user profile data sets that has to be extracted and place those 
details information into a database called global database in 
order to find the duplicate profiles. Then we analyse and 
study the pattern of the publicly available profile 
information to identify the real user’s identity from a large 
datasets. 
 

V. PROPOSED DESIGN APPROACH 
 In this section we have outlined the design approach of the 
proposed work in diagrammatic form for identifying 
duplicate profiles and checking the existence of similar 
profiles in many social networks and validating the genuine 
profiles.  
 
The proposed model comprises of three components and the 
following section describes it one by one. In the following 
diagram the proposed work has been presented where the 
whole work flow is divided into 3 processes. 

 Profile identification process. 
 Profile evaluation to check the existence in Social 

networks 
 Profile verification process to check whether the 

profile belongs to the same user of some different 
user profiles. 
 

         
Fig: Proposed Fake Profile Detection Process Diagram 

 
The main objective of the proposed approach is to find the 
real users identity across various social networks with the 
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help of using global database of profiles where the 
attributes of various social network profiles are stored. An 
algorithm that detects similar profiles in various social 
networks and extracting their profile attributes from various 
suspicious profiles which helps to identify the real users 
among them and find any duplicate profile existence within 
the same or different social networks by using their profiles 
similarity among them. 
The proposed profile similarity technique in social 
networks helps to identify a particular online user who has 
multiple social networking accounts within the same or 
many different social network sites and map and compare 
his/her profile’s attribute values with other similar online 
user in the same or different social network to do online 
search easier and to improve the internet search by using 
the global Database of profiles.  
The primary advantage of the proposed approach: 

1. Since all the profiles details are stored in the global 
database instead of storing them into different 
database of profiles.  

2. Here the common profile attributes of users which 
are common in many social network are extracted 
and stores those attributes in the global database so 
that the proposed mechanism can easily find the 
duplicate profiles and to make search process 
faster and check the existence of same profiles 
within the same or  many social networks.  

3. Instead of checking duplicate profile existence in 
different social network individually, the global 
database of profiles is used where all profiles 
details are stored. 

4. Memory consumption can also be reduced and the 
internet search can also be improved by utilizing 
social network / user generated content to improve 
search. 

5. To stop and prevent the rapidly increasing fake 
profile creation around the world. 
 

VI. PROPOSED DESIGN APPROACH DESCRIPTION:  
There are increasing numbers of social network users day 
by day. This increase of social network  users make the 
whole network vulnerable to attack since there is no 
restriction of creating profiles and anyone can  create 
accounts with the same name of others profiles with the 
intent to fool others or to post some irreverent personal 
information of some already existing users without the 
intention of the real users.  
 

a. Profile identification process: 
Step1. Collection of profiles from many social networks: 
This is the information gathering step from different social 
networks. 
 
Step2. Identifying similar attributes among them: To make 
a relationship between two or more person across social 
networks. 
 
Step3: selecting only the suspicious profiles: 
 

b. Evaluating profiles to validate the existence of user 
profiles in many Social Networks: 

Step 1.  Check and Matching similar attributes among 
profiles (matching profiles fields): Here the two profiles for 
their similarity based on their HTML structures of profiles 
are checked and put them in a common database of profiles. 
It results in the following two outcomes: 
Exact matching: The first category of matching analyze the 
user profiles by using some matching function such as 
string comparison to check whether there exist any two data 
fields which are exactly similar. Matching functions of this 
type produce a Boolean result. E.g. the exact field matching 
function to match attributes such as “usernames”. 
Partial matching:   The second category of matching 
functions analyzes the user profiles which match the parts 
of related profile attributes. They are more useful in cases 
where the user profile data has many redundant values such 
as many abbreviations, misspellings or some missing values 
(e.g., address). Some function might be used to enable the 
matching of similar data values which are partly related to 
each other. An example of such a function is address or 
location matching.  
 
Step2: Extracting the common attributes based on similarity 
scores:  
 
Step3: check the existence of social sites of the profiles (e.g. 
face book, tweeter, YouTube etc.) 
 

c. Profile Verification to identify the real social User:  
Whenever a user search and type for any user profile, many 
profiles show up with the similar name out of which one 
will be the real user that the intended user is searching for. 
But users cannot guarantee that whether profile we are 
searching is fake or real. The current existing approach 
verifies those profiles information by manual process and 
checks for whether the name is a well known person or it 
checks to match with other similar user. If that profile is 
some known person likes celebrities or any politician then it 
will check whether the profile is connected with any official 
sites or govt. approved pages or if they are connected to any 
TV shows, Interview etc. If the profile seems to be doubtful 
then they will be asking proof like a faxed ID. The main 
drawback with this current approach is that it is very 
manual, takes lot of time to process it and so overwhelming.  
Verification methods are more generally used to find the 
original profiles and to authenticate of the real user 
identities in social networks. It helps the other users to get 
the genuine, real users and trustworthy information and 
discover high-quality sources of information and to 
maintain trust that the legitimate sources of information are 
genuine. 
The proposed process verifies the users in the following 
ways: 
 
Step1. Checking the friends network (Mutual friends 
relationship) 
Step2. Maintaining trust or distrust among social networks 
users. 
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Step3. Verification using questionnaire and validate of 
answers. 
 
Step4. Ask users to upload any government ID proof like 
PAN card, adhaar card copy etc.  
 
Step5. Verifying those Govt. ID card information using 
matching techniques with the user profile attributes 
 
Step6. Decision making to get the final result (same person 
or different user). 
 

VII. EXPERIMENTS 
In this following section, the experimental methods and 
techniques are presented for the proposed approach to 
validate the fake profile detection process. As face book is 
the most popular social network. Therefore dataset of 
publicly available Face book user profiles information is 
extracted and the various users’ attributes like Profile Name, 
Address, Interests, User Home Page, Likes and Friend 
relationship are added to the global database. Then we 
relate those attributes to other social network to check 
whether there is any other similar user profile exists. After 
that the real user detection process has been evaluated to 
validate them.  
The detection framework cannot be implemented into real 
system as such activity violates the terms and conditions 
with OSN sites. Here a set of profile attributes and their 
online identities is considered as fake profile identities and 
their relationship are shown graphically as node and 
vertices where the node represents user profiles and the 
edge between then represents their friendship relationship 
as shown in the figure below. 
 

 
Fig: Graphical structure of Social Network user profiles 

 
Software analysis:  
For the proposed approach, the Neo4j 2.2.5 tool is used for 
analysing the profiles dataset in graphical format as shown 
in the figure above. The Proposed detection approach is 
first implemented on publicly available datasets. Software 
like PHP (Hypertext pre Processor) is used for describing 
the HTML structure of profiles in the web and store those 
detail attributes of profiles in My SQL database which is 
termed as global database. Then compare their attributes of 
profiles and extract those similar user profile data to 
represent them in social graph and after that it will validated 
using the proposed detection model. 
 
 

VIII. FUTURE PLAN: 
Social network analysis deals with complex network 
structure of profiles and which are rapidly changing over 
time. This  propose work analyze those publicly available 
social network data and present an approach for finding 
duplicate profiles by profile similarity technique and store 
them in the global database and provide mechanism to 
check the real user identity.  
Biometric authentication can also be implemented to 
validate the real user identities based on finger prints, 
signatures, facial structure, person’s voice etc. which is 
unique for each user.  
This work done can be improved by Future research by 
implementing profiles matching algorithm to verify 
suspicious profiles and the user verification process can be 
improved by using biometric authentication system to 
validate the suspicious profile. Data mining techniques can 
also be used to improve the duplicate profiles detection 
process and to analyze them to see in how many social 
networks those similar profiles are existed.  
 

IX. CONCLUSION: 
Our approach identifies the real user profile in social 
networks.This proposed approach first identify the common 
attributes to check in the similar profile is exist in SN and to 
check the real user.Then the profile matching mechanism 
has been implemented  by comparing the similarity between 
the attributes and provide a decision algorithm that justify 
our approach. Thus it solves the problem of creating fake 
profile and detects the genuine users. 
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